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ABSTRACT

Recent advances in large language models and agentic Al systems have expanded the operational
scope of Al from content generation to autonomous planning, tool use, and multistep task
execution. As these systems gain increased access to external tools, enterprise data, and runtime
environments, the need for Al red team testing is increasing rapidly. Al red teaming differs from
traditional cybersecurity red teaming and conventional software testing in that it must address
nondeterministic behaviors, context-dependent failures, prompt injection, memory poisoning,
tool misuse, data leakage, and multi-agent interaction risks. This study analyzes the recent
standardization and guidance trends related to Al red team testing by examining ISO/IEC software
testing standards, emerging Al testing work items, NIST evaluation and adversarial machine
learning publications, and practical guidance from OWASP, CSA, and national Al Safety Institutes.
Our analysis reveals that current international efforts are evolving from model-centric adversarial
testing to system- and lifecycle-oriented evaluations, including risk scenario design, attack
procedure development, automated and human-in-the-loop measurements, structured reporting,
and continuous monitoring. In particular, the relationship between the ISO/IEC/IEEE 29119 test
processes and the emerging ISO/IEC 42119-7 red teaming work item suggests that Al red teaming
is becoming formalized as a specialized testing profile, rather than an ad hoc security exercise.
This paper identifies major standardization issues in terminology, test process alignment, attack
taxonomy, measurement methods, reporting templates, and agentic Al runtime assurance and
concludes with implications for domestic standardization, evaluation frameworks, and operational
guidance.
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